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PUBLIC SUMMARY

= High penetration of Renewable Generation Units (RGUs) with Internet of Things (loT) expands power grid
cyberthreats, requiring targeted defense research on attack impact mechanisms.

= The MRGIoT (Manipulation of Renewable Generation via loT botnet) framework is proposed to assess grid-disruption
risks of RGUs by manipulating active power using grid topology and load density data.

= Simulations on Texas grid and New Zealand North Island power system (NIPS) prove high-degree, high-load-area
RGUs cause severe power loss in peak hours, while small-capacity RGUs (<20 MW in Texas, <4 MW in NIPS) have
negligible system risks.

= These findings provide clear and actionable guidance for strengthening the security and resilience of future net-zero
power systems, supporting security planning for high-renewable zero-carbon grids.
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High integration of Renewable Generation Units (RGUs), such as photo-
voltaic panels and wind turbines, is transforming modern power systems
while also creating new cyber-attack surfaces due to the widespread adop-
tion of Internet of Things (IoT) technologies. Understanding this emerging
threat and its underlying impact mechanisms is essential for developing
effective cyber-defense methods. This study presents MRGIoT (Manipula-
tion of Renewable Generation via IoT botnet), a framework designed to
evaluate which RGUs are most significant to the supply-demand balance
and potentially capable of causing grid disruption. The framework focuses
on the manipulation of RGU active power and leverages publicly available
topology and operational data to identify high-value targets based on node
degree and regional load density. Extensive simulations on the Texas grid
model and the North Island power system (NIPS) of New Zealand show that
RGUs located at high-degree nodes or in regions with high load density can
trigger notable demand loss, especially during peak-load periods. These
areas therefore represent priority targets for security reinforcement, infras-
tructure concealment, and operational safeguards. In contrast, RGUs with
active power generation below certain thresholds, specifically 20 MW on
the Texas model and 4 MW on the NIPS, exhibit limited system-scale
impact even when placed at highly vulnerable grid locations. As renewable
penetration rises and loT adoption deepens, these findings provide clear
and actionable guidance for strengthening the security and resilience of
future net-zero power systems.

INTRODUCTION

The global power system is undergoing a transformative shift as the inte-
gration of inverter-based resources continues to grow.' Renewable Genera-
tion Units (RGUs) such as Photovoltaic (PV) panels and Wind Turbines (WTs)
generation have emerged as dominant contributors to the energy mix,
reshaping the landscape of electricity production worldwide.” The Solar
Energy Industries Association forecasts that over 100 million households will
have PV systems by 2030.” In parallel, wind power has experienced substan-
tial growth, particularly in Europe, where Denmark leads with 57.7% of its
electricity generated from WTs. In the first half of 2024, renewable energy
accounted for more than 50% of total power generation across Europe, mark-
ing a significant milestone in the region's transition toward net-zero power
systems.

The intermittent and decentralized nature of RGUs poses significant chal-
lenges to grid stability and real-time visibility, which cannot be adequately
addressed by conventional grid infrastructure. To overcome these challenges,
a wide array of Internet of Things (IoT) enabled devices must be deployed
into the grid, such as smart meters, intelligent sensors, loT gateways, edge
controllers, remote terminal units (RTUs), and smart protection relays. These
inherently digital and communication-enabled 10T devices form an extensive
network of sensors, controllers, and interfaces, which streamlines monitoring
and maintenance while introducing numerous attack surfaces that are largely
absent in conventional synchronous generation facilities. Publicly disclosed
vulnerabilities associated with loT-connected RGUs have shown a persistent
upward trend over time (Figure TA). Major cyber incidents have followed a
similar upward trajectory, with attacks becoming more frequent and sophisti-
cated over time. Early events represented exploratory intrusions in industrial
environments, whereas later ones reflect more coordinated, targeted, and
often state-linked campaigns against power infrastructure’ (Figure 1B).
Beyond these cyber threats, the large-scale integration of RGUs itself weak-

ens system strength. Unlike conventional synchronous generators, RGUs rely
on power electronic converters with negligible inertia and weak voltage
support. As RGU penetration increases, the same amount of manipulated
renewable power induces larger frequency deviations and forced load shed-
ding (Figure 1C). Together, these observations reveal a growing fragility in
power systems as digital interconnection deepens and renewable integration
accelerates, where cyber vulnerabilities can be directly translated into physi-
cal disruptions™ that escalate with the growing integration of loT-enabled
RGUs.

Despite the growing risks outlined above, existing research on renewable
generation security has focused primarily on physical vulnerabilities or
conventional cyber threats such as data integrity attacks. Little attention has
been paid to the systemic risk posed by large-scale, coordinated manipula-
tion of distributed RGUs via IoT botnets. In particular, 0T botnets have
demonstrated the ability to infiltrate hundreds of thousands of loT-connected
devices,”* and their architecture can be readily adapted to target renewable
assets such as residential, commercial, and utility-scale PV installations, as
well as WTs across all scales. Compromised RGUs could be precisely
orchestrated in a coordinated way, enabling adversaries to introduce power
disturbances large enough to disrupt grid stability. This risk is amplified by
the uniformity of communication protocols and software platforms across
many renewable assets, which increases the likelihood that a single infection
vector could propagate widely and rapidly. However, no existing framework
systematically evaluates which renewable units, and under what conditions,
would pose the greatest threat to grid stability based on network topology
and operational characteristics. Motivated by this gap, this study aims to
develop a framework to evaluate the impact of loT-enabled manipulation of
RGUs on renewable-dominated power systems and to identify the structural
and operational characteristics that determine RGU's criticality to the supply-
demand balance.

To achieve these objectives, we introduce MRGIoT (Manipulation of
Renewable Generation via loT botnet), a framework that links cyber-attack
strategies with power system topology and operational characteristics,
providing a concrete realization of how cyber-layer vulnerabilities can be
exploited to induce system-level reliability degradation. The framework is
developed and validated using the Texas grid model and the North Island
power system (NIPS) model of New Zealand. The main contributions of this
work are threefold. First, we identify two structural and operational character-
istics that amplify attack effectiveness, namely high-degree network nodes
and regions with elevated load density during peak-load periods. Second,
these insights establish clear priorities for defensive planning including
targeted protection of structurally critical nodes, enhanced obscuration of
sensitive infrastructure, and robust cyber security hardening for loT-
connected renewable assets. Third, the MRGIoT framework provides a
systematic tool for assessing the vulnerability of modern power systems
under coordinated loT botnet attacks. As renewable integration accelerates
and loT integration becomes ubiquitous, ensuring the resilience of future
power systems is a pressing global imperative. This study aims to provide a
rigorous foundation for assessing emerging vulnerabilities and outlines
actionable directions for reinforcing the security of future net-zero energy
systems.

MATERIALS AND METHODS
Power grid model of Texas
In this study, we adjust the temporal profiles of both generation and load in
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Figure 1. Escalating cyber security posture of power systems dominated by RGUs (A) The number of publicly disclosed cyber vulnerabilities affecting RGUs has steadily
increased from 2012 to 2024. (B) A chronological overview of major cyber security incidents since 2003 highlights an evolution in attack sophistication and intent.””** Early inci-
dents primarily involved probing and experimental intrusions within industrial operation environments. These were followed by more deliberate and state-sponsored disruption
attempts. Most recently, cyber-attacks have become more frequent and sophisticated, specifically targeting renewable energy infrastructure such as smart inverters, coinciding
with the widespread adoption of 10T technologies therein. (C) The frequency fluctuation and triggered load shedding under RGU manipulation attacks in the modified IEEE 39-bus
model as the increase of renewable integration. The value above each figure indicates the proportion of active power generated by RGUs, while the value in parentheses repre-
sents the proportion of active power manipulated by the adversary. This example underscores the intensifying vulnerability of power systems as the level of RGU integration

continues to rise.

the Texas grid model to reflect real-world operating conditions. Solar and
wind generation outputs are computed from ERCOT's 2023 hourly data,
yielding six representative time points (4 am, 8 am, noon, 4 pm, 8 pm, and
midnight) for four characteristic months (February, May, August, and Novem-
ber) for a total of twenty-four sampling points. All other generator profiles are
taken directly from the model's original data, while nuclear output remains
fixed (see the Data Availability).

Load profiles are updated using ERCOT's 2023 consumption data for the
eight weather regions. For each region i and sampling time j, we first compute
the consumption ratio

where L, denotes the active power supplied by region i at time j, L, repre-
sents the installed generation capacity of region i. We then derive an adjusted
scaling factor

C+c
Lz,

F/:ffl'(-lf )

where C, is the gap between actual system consumption and total genera-
tion at time j, c is the discrepancy between the model's total generation and

ERCOT's reported 2023 generation, L is Texas's total annual load and Z; is
the ratio of consumption to L at time j. This adjustment ensures that subse-
quent power-flow analyses remain physically consistent and numerically
valid. Detailed modification curves for both generation and load are provided
in Supplemental Note 4.

Quantitative metrics for RGU target selection

Identifying critical nodes is central to the MRGIoT framework. To this end,
we evaluated two topology-based metrics: degree centrality and semi-local
centrality,™ alongside three metrics derived from operational conditions: the
generation-to-load ratio, load density and load variability. The active power
output of individual generation units is incorporated as an additional screen-
ing criterion, while demand loss is used as the primary measure for quantify-
ing attack effectiveness.

In our framework, a node comprises a high-voltage bus and its connected
low-voltage buses. Each node therefore has a degree centrality and a semi-
local centrality value. At any sampling time, each grid region is characterized
by its generation-to-load ratio, load density and load variability. Extensive
experiments revealed no clear relationship between semi-local centrality or
load variability and demand loss. Degree centrality and load density, by
contrast, showed a strong positive correlation with demand loss, while gener-
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ation-to-load ratios proved unreliable due to inter-regional power flows
(Supplemental Note 2). Therefore, we adopted node degree, defined as the
number of first-order neighbors of a node and reflecting the essence of
degree centrality, along with load density to identify high-impact targets.
Load density is calculated as

where A is the geographic area of region i.

Dynamic load modeling

This study adopts the constant power and constant current models from
the ZIP load model (ZIP-LM). Within the DIgSILENT PowerFactory,”” these
models are categorized as nonlinear voltage-dependent and linear frequency-
dependent models. The active power is computed as:

e_aP e_bP ecP
P=P,- [aP-( lum ) +bP- ( Lg\ ) +cP-< lugl ) } -(1+kpf-Af),

Af=f.=1=F./Fron—T,

cP=1-aP—bP.

Uini

Here, P, is the active power of the load under normal conditions, and
is the voltage at the load bus under normal conditions. P and |u| represent
the active power and voltage at the load bus under current conditions,
respectively. The term Af captures the deviation of system frequency from
the nominal frequency. All other terms denote model parameters.

In the IEEE 39-bus model, all loads are modeled as constant-power
components. Under-frequency load shedding (UFLS) is enabled to evaluate
the system'’s response to disturbances.'” The load model parameters are
specified as: aP =1, bP =0, e_aP =0, and kpf = 0. Under this parameteri-
zation, the dynamic load model simplifies to

P=P,

For the Texas grid model and the North Island power system model of New
Zealand, all loads are set as constant-current with aP=0, bP=1, and
kpf = 0, which gives

u
Uini

P=P,-

UFLS protection is not implemented in this model. The active power of
each load dynamically responds to change in its local bus voltage. The
impact of disturbances is quantified by computing total demand loss, defined
as the cumulative deviation in active power consumption. Notably, if the volt-
age at certain load buses increases following an attack, their power
consumption may also increase, potentially leading to a negative net reduc-
tion in total demand. Furthermore, the presence of conventional generators,
besides wind and solar units, in both the Texas and the North Island power
system models allows for compensatory responses. During an attack, some
generators increase their output to compensate, which can result in a nega-
tive demand loss.

Construction of a renewable-dominated IEEE 39-bus test system

The IEEE 39-bus system is selected as the initial test system for four
reasons. First, as an official IEEE standard, it provides a well-validated base-
line for reproducibility. Second, its transmission-level topology is appropriate
for analyzing utility-scale renewable generation units connected directly to
the transmission grid. Third, its moderate scale of 10 generators and 39
buses accommodate the extensive combinatorial experiments required in the
exploratory phase, whereas a smaller system lacks sufficient topological
complexity and a larger system such as the Texas 2000-bus model is less
suitable for initial validation. Fourth, this system enabled a key insight that
generators must exceed a power threshold before node degree becomes a
meaningful vulnerability metric. This insight directly informed the subsequent
analysis on the Texas 2000-bus model. This stepwise approach from a

controlled test system to a large-scale practical model ensures that the
conclusions are both mechanistically grounded and practically relevant.

We outline the procedure for transforming the IEEE 39-bus system'”” into a
testcase with high renewable penetration level. To assess the system's volt-
age stability under different generator configurations, the VQ curve is used.
The objective is to replace as many conventional synchronous generators as
possible with RGUs, while maintaining the critical point of the VQ curve at a
voltage and reactive power level as low as possible. In the modified model,
bus 39 remains connected to the external grid and bus 31 continues to serve
as the slack bus. Generators at buses 30, 32, 33, 34, 35, 36, 37, and 38 are
sequentially replaced with RGUs, and the resulting impact on the VQ curve at
bus 39 is assessed. This replacement progressively weakens the system's
voltage-support capability. When fewer than five buses are converted, corre-
sponding to a renewable penetration below 43.81%, the VQ curve at bus 39
remains largely unchanged. Accordingly, generators at buses 30, 32, 33, 34,
and 35 are selected for conversion to renewable units (see Supplemental
Note 3 for details).

Because PVs provide limited reactive power, we set their local control
mode to const_Q, while WTs, supported by mechanical inertia, are set to
const_V. The same settings are applied in the modified Texas grid model (see
Supplemental Note 6 for details). However, on the NIPS model, both PVs and
WTs are set to const_Q mode,' ™ and we kept this setting unchanged.

Under-frequency load shedding configuration

In the IEEE 39-bus model, all loads are configured as constant power loads,
and under-frequency load shedding (UFLS) protection is implemented via
relays on four specific loads. The nominal system frequency is 60.00 Hz.
Shedding thresholds are set at 59.80 Hz, 59.50 Hz, 59.00 Hz, and 58.00 Hz,
and are assigned to loads 16, 21, 23, and 15, respectively.'” Each load is
associated with a distinct delay time before disconnection: 0.01 seconds for
load 16, 5.00 seconds for load 21, 20.00 seconds for load 23, and 30.00
seconds for load 15. As a result, in Figure 1C, load 16 is the first to be shed,
followed by loads 21, 23, and 15 in that order. As the share of renewable
generation increases further, the system becomes unstable and collapses
completely.

RESULTS

MRGIloT Framework

The MRGIoT framework formalizes the end-to-end process through which
an adversary identifies high-value RGU targets using publicly accessible
information and executes coordinated loT-botnet-enabled manipulations
based on established exploitation techniques. As illustrated in Figure 2, the
framework consists of four integrated components that together character-
ize how reconnaissance of network structure and operational conditions can
inform the selection of strategically influential RGUs. This selection process
enables coherent botnet deployment aiming to manipulate active power
injections. Consistent with established threat modeling practices, we assume
that the adversary has already completed the necessary phases of the infor-
mation technology and operational technology intrusion phases, including
reconnaissance, exploitation, privilege escalation, and lateral movement,’!
thereby possessing both access to critical physical system information and
the capability to manipulate RGU power injections.

One-time power system topology data acquisition stage

The power grid can be abstracted as nodes and their interconnections,
forming a complex network.” Prior research has shown that the topology of
such systems is essential for vulnerability assessment, as centrality
measures can identify nodes that are more likely to trigger cascading failures
during disruptions.”™* Research™ indicates that publicly accessible data
sources can be leveraged to infer grid configuration and topology. Since
transmission lines and substations are typically located overground, they can
be identified using online geospatial mapping tools such as Google Maps.*
Furthermore, open-source infrastructure datasets, such as those available
from the Open Infrastructure Map,” provide geospatial data for over 5.5
million kilometers of power lines, 1 million substations, and 100,000 power
plants, covering a substantial portion of the global electricity transmission
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Figure 2. Overview of the MRGIloT framework O Topology Data Acquisition: the attacker acquires the power grid topology using tools such as Google Maps®™ and Open Infras-
tructure Map.* This process is typically performed once, as the grid topology remains stable over a long period; @ Power Data Acquisition: the attacker collects power supply
and demand data from various regions within the target grid by scraping public resources such as ISO Website and ELECTRICITY MAPS;* @) System Analysis Stage: the attacker
analyzes the collected network topology and load profile to calculate the node degree and area load density, with which the RGU targets and attack timing are identified consider-
ing the output powers of RGUs; @ Attack Launch Stage: the attacker utilizes the loT-connected RGUs botnet to manipulate identified RGU targets at a predetermined time. The
detailed botnet propagation process can be referenced from the Mirai botnet.” Corresponding to steps @ - ®), the practical Texas power grid is used to visualize the information

needed for designing the MRGIoT attack strategy

network. By tracing the transmission routes from power plants to distribution
substations, an attacker can accurately reconstruct the complete system
graph.

Real-time power supply and demand data acquisition stage

Attackers can monitor grid operating conditions by leveraging publicly
available data streams in deregulated electricity markets. Real-time informa-
tion is typically refreshed every five minutes on Independent System Opera-
tor (ISO) platforms (see Supplemental Note 7). Global services including
ELECTRICITY MAPS* although updated less frequently, provide valuable
high-level insights into regional power flows that support broader strategic
assessments. Beyond these direct measurements, short-term forecasting
approaches’ that integrate live data, historical data patterns, and weather
conditions often outperform native ISO forecasts for predicting system
demand and intermittently available renewable generation. Furthermore,
continuous access to real-time power flow data enables adversaries to infer

underlying network topology by revealing spatial and temporal patterns of
power distribution across transmission corridors."!

High-value RGU target identification stage

We define each node as a site consisting of a high-voltage bus and its
connected lower-voltage substations, and we rank these sites using two core
metrics: node degree and regional load density, while excluding units whose
active power falls below a significance threshold. Node degree serves as a
primary indicator of structural importance, reflecting the extent of network
connectivity, whereas regional load density, derived from local demand and
geographic area, provides a more robust measure of demand concentration
than regional generation-to-load ratios (see Supplemental Notes 2 for
details). By jointly tracking seasonal variations in load density with static
topological attributes, we identify periods of maximal system stress and high-
degree, high-generation RGUs as targets for coordinated botnet deployment,
thereby enhancing the precision and timing of the attack strategy. Our analy-
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power grid caused by the attacks on RGUs with varying active power outputs. The region where the active power (P) is less than 20MW is highlighted with a gray shadow, and
each point is colored according to its hosting node's degree. (C) Demand loss across the power grid caused by the attacks on different RGUs at 24 discrete time points through-
out a year. The time associated with the highest average demand loss is highlighted in a distinct color. The line plot represents the grid's load density over the 24 time points,
with the peak load density marked by a red pentagram. In summary, the results verify that the RGU targets with higher node degree, active output power, and load density

normally lead to severe demand loss.

sis focuses on sites equipped with PV and WT installations, ensuring that
both static topology and dynamic operating conditions inform target selec-
tion (see Supplemental Notes 1 for details).

Attack launch via pre-infected loT botnets and pre-positioned physical
attack devices

Attackers leverage detailed reconnaissance and analysis to orchestrate
coordinated strikes on selected RGUs, deploying pre-infected loT botnets
such as Mirai®® alongside pre-positioned physical devices. An loT botnet
attack typically involves three stages: compromising vulnerable devices,
botnet formation and propagation, and command and control. They begin by
exploiting weak credentials and unpatched software to compromise smart
inverters, remote terminal units, cloud hosts, and smart loggers. These
compromised assets form a rapidly expanding botnet that scans for addi-
tional vulnerabilities, after which a command-and-control (C&C) infrastruc-
ture directs distributed denial-of-service (DDoS) attacks, operational disrup-
tions, data exfiltration, and precise manipulation of RGU power injections. As

shown in Figure 2, multiple exploitable attack surfaces facilitate this process:
smart inverters communicate with utility control systems via standards such
as |EEE P2030.5/D4,” IEEE 1815™ and SunSpec Modbus,” opening path-
ways for remote takeover;*’® widespread smart meter deployments expose
state estimation to tampering;”" and firmware modification or insecure
monitoring interfaces provide further vectors. Although industrial control
systems employ safeguards such as IEC 62443-compliant” air-gapped
networks, zero-trust cloud platforms, and hardware security modules
(HSMs), sophisticated adversaries can still mount advanced persistent
threats,”*®' exploiting supply-chain weaknesses, legacy protocol flaws, or
insider credentials.

In parallel, adversaries can execute pre-deployed physical attacks against
high-degree RGUs identified through topology data (Figure 2). Electromag-
netic interference can inject bias signals into inverter sensors, corrupting
controller inputs and triggering protection devices such as circuit
breakers,”~* while forcible entry into turbine base cabinets allows compro-
mise of fiber switches to disable entire wind farms.®® This integrated cyber-
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Figure 4. MRGIoT attack strategy design and corresponding impact analysis in the Texas power grid model (A) Demonstration of the selected RGU targets (with red outlines)
based on the node degree, load density, and active output power. Each area uses a circle to illustrate the RGUs within it, with the color signifying the node degree and the radius
representing the active output power, where the minimal 20 MW requirement is pictured using a smaller circle. (B) The spatial distribution of nodes hosting the selected RGU
targets. (C) Fluctuations of load density across eight weather regions in the Texas power grid at 24 sampled time points throughout a year. Regions with higher load densities are
assigned lower degree thresholds for RGU target selection. The time point with the highest load density is identified as the optimal attack time. d, Comparison of demand loss
between MRGIoT attacks and 50 random attacks with the number of attacked RGUs ranging from one to fourteen.

physical strategy maximizes disruption by combining networked botnet
attacks with targeted on-site interventions. Having outlined the MRGIloT
framework, we next present experimental validation of its core system analy-
sis stage and demonstrate the efficacy of proposed target selection metrics.

Impact of node degree and load density on target selection

Owing to the substantial economic and social impacts of real-world
attacks, we employed the DIgSILENT PowerFactory®’ simulator to evaluate
attack performance. The Texas grid model includes ninety-seven PV and WT
generation units, providing an appropriately scaled and comprehensive plat-
form for experimental analysis. To reflect actual grid conditions, we cali-
brated the model's generator and load profiles using hourly electricity supply

ABlaujuononouu| ayj|

[I J—

The Innovation Energy 3(3): 100169, July 24, 2026 7




www.the-innovation.org/the-innovation-energy

* Forecasted NIPS for summer 2027 A~ ; / * Forecasted NIPS for winter 2027

@ V24 @ &

Demand loss distribution ° 0 Summer 2027
4:) ) 0.30 i
Highest avg. demand loss B Winter 2027

0.25 1
0.20

0.15 4
Degree threshold: 2

Degree threshold: 3

Demand loss (MW)
N
Load density (MW

S B

0.05

1 2 3 4 cz1 cz2 cz3 Gz4 Gz5 Gz6 cz7 Gz8
Degree Grid zone
77 Summer 2027 - MRGIoT attack Winter 2027 - MRGIoT attack
s Summer 2027 - Random attack [ Winter 2027 - Random attack .
6 - s
54 . By L

Demand loss (MW)
w

2_ -.l .
8l . . o = A
. °% 4
0 3 <% . 8 . a)
o : o
14 o s
:
1 2 4 5 6 7 8 9

# of attacked RGUs

Figure 5. Impact of attack timing on MRGIoT effectiveness with a comparative analysis of summer and winter 2027 in the New Zealand North Island power system (A) and
(B), Selected RGU targets of MRGIoT (with red outlines) under forecasted NIPS for summer 2027 (A) and winter 2027 (B). Each zone uses a circle to illustrate the RGUs within it,
with the color signifying the node degree and the radius representing the active power output, where the black circle denotes the 4 MW minimum requirement. (C) Demand loss
caused by attacks on RGUs with different node degrees. (D) Load density across eight grid zones under forecasted NIPS for summer and winter of 2027. Zones with higher load
density are assigned lower degree thresholds. (E) Demand loss comparison between MRGIoT attack and 21 random attacks for summer and winter 2027, with the number of
attacked RGUs ranging from one to nine

and demand data for Texas throughout 2023% (see materials and methods  extract six time points, computing the mean supply and demand data across
for details). We select four months and within each of these months we  all days at each time to create twenty-four sampling scenarios for experi-
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mental evaluation. At each sampling time point we manipulate every RGU in
turn and recorded the resulting demand loss across the entire grid.

Statistical analysis shows that the attack-induced demand loss increases
clearly with the node degree of RGUs and becomes dramatically higher at the
very highest degrees (Figure 3A). Time-series analysis of attack outcomes
reveals that disruption is greatest when grid load density reaches its peak
(Figure 3C). However, the active power of RGUs ultimately governs attack
impact: in the Texas grid model, the units with less than 20MW power gener-
ation cause negligible demand loss even when located at high-degree nodes
(Figure 3B).

Analysis of MRGIoT attacks on the Texas grid model

The Texas grid model is partitioned into eight weather regions designated
by ERCOT, each representing a geographical cluster with broadly similar
climatic characteristics. Consequently, load density exhibits pronounced
spatial and temporal variability across regions (Figure 4C). Analysis of twenty-
four sampled time points across a full year identifies 4:00 pm in August as
the moment of peak stress. Based on these load patterns, we derive region-
specific node-degree thresholds for effective disruption: the COAST region,
which exhibits the highest density, requires a minimum node degree of four;
the NCENT, SCENT, EAST, and SOUTH regions require a degree of six or
greater; and the NORTH, FWEST, and WEST regions require a threshold of at

least eight. In addition to these topological constraints, targeted RGUs must
exceed 20 MW of active power at the time of attack (Figure 4A). Applying
these criteria, fourteen RGUs are ultimately selected from a pool of ninety-
seven units, distributed across ten network nodes (Figure 4B).

To evaluate the effectiveness of the MRGIoT, we compare its resulting
demand loss with that produced by random attacks under identical attack-
budget constraints. The MRGIoT manipulates between one and fourteen
RGUs. It prioritizes targets by first selecting units at the highest-degree nodes
(e.g., nodes with degrees of ten or eleven). As the attack budget increases,
additional RGUs are chosen by ranking regions in descending order of load

19Uz uolypbAouy| Y|

density at the attack time and, within each region, selecting units according to (g

node degree. The random benchmark follows the simple random sampling
with fixed cost (SRSFC) method,” in which each RGU is selected with equal
probability for a given budget. For each budget level, fifty independent
random-attack trials are performed, and the corresponding demand loss is
recorded to characterize the distribution of random outcomes. As shown in
Figure 4D, the MRGIoT rapidly approaches the upper envelope of the fifty
random-attack results as more RGUs are manipulated. Once the attack
budget exceeds ten units, MRGIoT consistently and substantially outper-
forms random selection. These results demonstrate that the combined node-
degree and load-density metrics offer a robust and discriminative basis for
identifying the most influential RGUs, particularly when the defender's vulner-
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adaptability against evolving cyber threats.”

ﬂ J—

The Innovation Energy 3(3): 100169, July 24, 2026 9




www.the-innovation.org/the-innovation-energy

ability assessment encompasses more than ten units.

Analysis of MRGIoT attacks on the New Zealand North Island system

To further validate the effectiveness of the proposed MRGIoT framework
and the impact of attack timing, another case study was conducted on the
North Island power system (NIPS) of New Zealand, located in the Southern
Hemisphere. Renewable energy development in New Zealand's North Island
outpaces that of the South Island, with peak load density occurring in winter
(Figure 5D). Consequently, according to the MRGIoT framework, the optimal
attack timing is winter. Using the NIPS 2024 simulation model and 2027 fore-
cast data, MRGloT-based targeted attack analyses are performed for both
summer and winter seasons. Solar power generation in winter is lower than
in summer, and wind power output may also be partially reduced. As shown
in Figures 5 A & B, the proposed selection strategy identifies nine high-impact
RGUs in summer, but only five in winter. Although the number of high-impact
nodes is smaller in winter, the higher load density during this season leads to
greater attack impact. As illustrated in Figure 5E, demand loss caused by
attacks launched in winter is consistently higher than that caused by attacks
in summer. These results validate the rationality of the proposed MRGIoT
framework, i.e., launching attacks at the time of peak load density. Further-
more, the statistical results from this case study again demonstrate the
correlation between demand loss caused by attacks and the node degree of
the attacked RGUs (Figure 5E). The grid zones used in this study are consis-
tent with those defined on the Transpower official website.” For more experi-
mental data, please download from the Data Availability.

Countermeasure recommendations

Our analysis shows that RGUs located in regions of high load density and
at network nodes with high-degree exert disproportionately large system
impacts when compromised, particularly during peak-demand periods. These
findings motivate a layered defense strategy aimed at strengthening cyber
resilience and operational robustness. First, RGUs at high-degree nodes
within high-density regions should be prioritized for enhanced protection, as
their compromise would pose the greatest systemic risk. Second, the visibil-
ity of critical infrastructure should be reduced through strategic concealment
and information-minimization practices, thereby limiting adversarial recon-
naissance and hindering the accurate mapping of key grid assets. Third,
stringent security maintenance, including routine field inspections, continu-
ous monitoring, and disciplined patch management for loT-connected invert-
ers, controllers, and sensors, is essential to detect unauthorized devices,
remediate vulnerabilities, and prevent botnet infiltration. Fourth, access to real-
time power-flow and demand data should be restricted to deprive attackers
of the situational awareness required to precisely timed coordinated manipu-
lations. Fifth, deploying flexible backup resources, such as fast-responding
generation or energy storage,” can help maintain frequency stability when
even a small number of RGUs are compromised in high-penetration renew-
able environments. Finally, integrated incident-response frameworks™ that
tightly couple cyber forensics, physical recovery actions, and system-level
restoration procedures are needed to ensure rapid containment and resilient
recovery under extreme attack scenarios.

These recommendations align with long-term objectives for net-zero
development and high-penetration renewable deployment.” They help
preserve continuous and secure grid operation even under adversarial condi-
tions or unforeseen disruptions. In parallel, traditional siting principles and
optimal grid-planning methodologies™ " must be reconsidered in light of
emerging cyber-physical risks. To guide this transition, we propose a
comprehensive resilience roadmap (Figure 6) that spans system construc-
tion, operation, and recovery, ensuring adaptive protection against evolving
large-scale loT-enabled threats.

DISCUSSION

The MRGIoT framework demonstrates a potent cyber-physical threat to
RGU-dominated power systems by leveraging loT botnets to compromise
large numbers of renewable resources. The attack progresses through
sequential stages of topology mapping, power data collection, system analy-
sis and coordinated execution, enabling adversaries to exploit macro-level
insights into grid structure and dynamics. By prioritizing targets according to

node degree and regional load density, attackers can destabilize power
system with far fewer compromised units than random strategies would
require. At a renewable penetration of 42.8%, disabling only 12.3% of total
generation capacity suffices to trigger a grid-wide collapse. These results
highlight the critical need to embed targeted vulnerability assessments within
security planning for renewable-dominated networks. The risk may escalate
further if similar techniques were applied to high-voltage direct current
(HVDC) links™ that underpin long-distance transmission, potentially driving
reliance on expensive backup resources and distorting market dynamics to
the detriment of overall reliability.

Looking forward, research must focus on fortifying loT-connected genera-
tion units through resilient communication protocols that ensure confiden-
tiality, integrity, and availability (CIA), as well as real-time anomaly detection
and predictive control schemes that enable timely and appropriate protective
responses. The effectiveness of detection and control strategies ultimately
depends on the availability and integrity of measurement data, which are
constrained by system observability and monitoring infrastructure. Such
measurements include not only electrical phasor data from phasor measure-
ment units (PMUs) but also meteorological data from dedicated weather
sensors. PMUs, as a key component of this monitoring infrastructure, are
essential for detecting abnormal grid conditions but remain vulnerable to
cyber-attacks, and their observability benefit hinges on appropriate place-
ment.””'"” Weather sensors, similarly, are critical for dynamic line rating (DLR)
and renewable generation forecasting, yet their deployment and cyber
protection have received less attention. Therefore, the vulnerable RGUs and
surrounding areas identified in this study should be prioritized for enhanced
sensor and PMU deployment and protection. Such targeted reinforcement of
measurement infrastructure would directly improve the effectiveness of DLR
and system integrity protection schemes (SIPS) by ensuring reliable data
inputs for real-time anomaly detection, and coordinated control actions.'”"'*

In addition, the emerging use of intelligent algorithms and machine learn-
ing in grid operation introduces a dual-edged relationship with the MRGIloT
threat framework. On the defensive side, system operators can proactively
leverage machine learning to undermine the reconnaissance stages of
MRGIoT. Adversarial perturbations can be deliberately injected into publicly
accessible data streams such as grid topology information and real-time
operational data published on ISO websites without compromising utility for
legitimate users.'” By applying such perturbation techniques before data
release, operators could render the information collected by adversaries
during MRGIoT Stages | and Il systematically unreliable, thereby preventing
attackers from deriving accurate vulnerability assessments during Stage |lI
system analysis and fundamentally neutralizing the targeting advantage of
MRGIoT. Furthermore, a machine learning-based classification framework
that achieves perfect false negative rates and near-instantaneous detection
of false data injection attacks could be deployed as a real-time protective
layer during MRGIoT Stage IV, enabling rapid identification and mitigation of
coordinated RGU manipulations before they cascade into system-wide
disturbances.'™ Onthe adversarial side, the same machine learning tech-
nologies that enable these defenses also introduce new vulnerabilities. Deep
reinforcement learning based controllers increasingly deployed in smart
inverters and other grid-edge equipment are highly susceptible to adaptive
gradient perturbation attacks.'® An adversary who has already compromised
RGUs via loT botnets during MRGIoT Stage IV could augment their attack
with DRL-generated adversarial inputs, deliberately corrupting the situational
awareness of nearby intelligent controllers and amplifying the impact of RGU
power manipulations beyond the directly compromised units. Thus, while
machine learning offers powerful tools to fortify defenses across the MRGloT
attack chain, its growing presence in operational grid infrastructure simulta-
neously expands the attack surface available to sophisticated adversaries.
This duality underscores that research on machine learning in relation to loT-
based manipulation of renewable generation units must continue to evolve
on both fronts: developing adversarially resilient learning-based defenses
while anticipating how emerging Al capabilities may empower next-genera-
tion variants of the MRGIoT framework.

CONCLUSION
In summary, MRGIoT provides a systematic framework comprising four
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sequential stages including topology data acquisition, real time power supply
and demand data acquisition, system analysis for high value target identifi-
cation, and coordinated attack launch via 10T botnets. Using the Texas and
New Zealand North Island power systems, MRGIoT demonstrates that RGUs
located at high degree nodes and in high load density regions during peak
periods will cause significant demand loss. Based on these findings, MRGloT
informs a set of targeted countermeasures including prioritizing high-degree
RGUs within high density regions for enhanced protection, reducing the visi-
bility of critical infrastructure through strategic concealment and information
minimization practices, enforcing stringent security maintenance such as
routine field inspections and disciplined patch management for loT
connected inverters, and restricting access to real time power flow and
demand data to deprive adversaries of situational awareness. This study
aims to fill the identified gap by providing the first framework that systemati-
cally evaluates which RGUs and under what conditions will pose the greatest
threat to grid stability, thereby offering a rigorous foundation for developing
effective cyber defense strategies.
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